0p-20/B k OFFICE OF THE CHIEF OF NAVi. OPERATIONS 

(SC)A8 WASHINGTON 25, D.C. 

Serial 0009P20 

1 SEP 1948 



MEMORANDUM FOR THE SECRETARY OF THE NAVY: 



Mo 3.3(h) (2) 
jpu 86-36/50 USC 3605 



Subject : 



Brief on attached NSC Item. 



1. All agree that there is no completely satisfactory an awe 
to the problem. The important point is that when a decision is made b 
NSC, that those making it should know the results that may be expected 
regardless of which course is selected . 



2 . 



The answer is - "Should the 



endeavor to 
T tn (nnrftHSB 



prevail on ’Western Union* Powers particularly ] 

security of their rapid communications, by having the 

provide a secure cryptographic system - and thus try to prevent the 
U.S.S.R. from decrypting and reading messages about Western Union plan* 
and intentions?" Naturally, the Secretary of State and the British Prim 
Minister wish to .insure security of such communications. 



II__&_eiaBmQn^ryht^raPhlc system were proposed by| 

and was accepted by | fr nd other Western Union Powers - then 

(a) Some improvement in communication security might 

result, but this would remedy but one defect in the 




(b) Becuase the 

"land ot hers 
1 are 
will 



messages and 
and ciphers to 



J make this p 
ed will bell 
able to read | 
change and improve their 



roposal, tl.s 
eve that the 
] encrypted 
codes 



our obvious disadvantage. 



(c) 



several raonuns ana possioiy rorever - wnereas die 
U.S.S.R. probably would continue to get considerable 
intelligence as at present from their agents within 




poor at this time. 
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NAVY DEPARTMENT 

OFFICE OF THE CHIEF OF NAVAL OPERATIONS 
0p-20/JRk WASHINGTON 25, D.C. 

(SC) AS 

Serial 0009P20 1 SEP 1948 



OflW 



Subject: 

4. 



Brief on attached NSC Item. 



The CNC (Op- 20) reoommends that - 
(a) No action be taken to improve 



MO 3.3(h) (2) 

: 'MLr 8 6- 36 / &0 -V S3 3605 



(or other weak 



ally) cryptographic security, in peacetime. 

of this (a) 



(b) The U.S. recommend to U.K. the adoption 

as a combined [ | polloy. 

(c) 



be considered 



before releasing any classified cryi 
matlon to the 


ptogra 


phlo inf or- 


No action be talcmn bv 


that might ourtail 


r Ph a TT Q 1 a ^ of f Wof tt W K Vvtr AAn 4 


Km 



for transmitting all "Western Union" information. 



(f) 



disoreetly advocate m oving headquarters 
-wi — noBboiu Jnion" discussions from 



as a means of reducing number of coimuniCttLioiiH that 
the] bust send. 



(g) If, despite the grave disadva ntages which w ill ensue, 



it should be decided that thel 



c 



propose 



(h) No unilateral action be taken by the U.S. as the 
| lhas an equal interest and only combined action 

should be taken. 

5. The CNC (Op- 20) strongly supports the Army and CIA 
position (as opposed by State and Air Force) , and recommends - 

That the Secretary support CIA and Army unless he 
T*AI1 OFfinPT personally deoides that the State Department must be 
TOP SECRET supported even though the cost to U.S. interest by 
nOr -n nTTfffrnT reason such support will be great; and even though 

that course may prove ineffective. Earl E. Stone 

Respectfully, Rear Admiral, USN 
S : — v , — 



Ha ®BF T 

Copy to: op . 32 

Op- 20- 2 
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TO P 3ECRET GLINT 

31 August 1940 



MEMORANDUM FOR THE NATIONAL SECURITY COUNCIL: 



Subject : 



Reference : 
Enclosure: 



Security of Communications Relating to 
International Diplomatic Activities Participated 
in by the United States. 

(a) NSC ID #9. 

(A) TOP SECRET Memorandum for the Executive 
Secretary, NSC from the Chairman, USCIB 
dated 31 August 1948. 



1. There is attached a memorandum from the Chairman, 
USCIB to the Executive Secretary enclosing majority and minority 
reports on a TOP SECRET matter referred to USCIB by the Secretary 
of State. 



2. Because of the need for special security safeguards 
in the handling of this matter it is necessary to depart from 
established procedures for handling NSC reports. The facilities 
of USCIB therefore are being employed to limit the distribution 

of the material relating to the subject problem. 

3. USCIB members have been charged with the responsi- 
bility of assuring that the heads of the departments represented 
by them are furnished full background information prior to 
Council consideration. 

4. This item has not bee/yplaoed on the agenda for 
the NSC meeting September 2 but in view of the urgency of the 
matter the Council may desire to consider the subject at that 

meeting. 



SIDNEY W. SOUERS 
Executive Secretary 



TOr SECRET QLINT 
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EO 3.3(h)(2) 

PL 86-36/50 USC 3605 



31 Aac ««t 



TT 



'}.XJ 



flotojoot: 



,4 






&»ourlty of ffn— nit— tlono lolnting to 
International Blplonetle Activities PartlolpotoA 
In by th* 9 «lt «4 fttatoo. 

(a) M 9 CI 0 #9 










Reur A<5niiral Ingli 
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im anfler 

iwa B Ki ghn 



TO* 



8 UBJBCT 1 



The Bxeswtire Sseratary 
■ttiesAl tM«rl^ S«wt»U 



3.3(h)(2) 

PL 86-36/50 USC 3605 



Tiw* of B 8 CIB BAaority oa the Solutiem ho the Problea 
of hestora Bmr* Ceansaioetioa Soeurity . 



1. 

(WCIB) 
km the 



On August Si tkt 9. 8. Coawnlwtl»a Iatel license Bo*r4 
sot at tho request of th e Department of 8 to to to ooaalder 

eaa ooatiaus doing kuiMii with 






tkti wwtora y ww r* in the light of tk* lottoro' «o— u*l potion 

laaoeurlty* ft* Beard woo adriood of tho srodloaaont faola* the] 

| Beoroheriee of State ud of their roqueot thot o solutioa 

-in o 



utter of urgensy* Tho Beard appointed oa od hoo 
MMdttM of teebaisal axperte to ooooldor tho problea ood 3erfse o 
pi* a* 

3* Oa ia(ut I? tho Board aot again, Tho ad hop omdttM 
r o po r tod thot o pLoa hod besa prepared vhloh it ¥eliered 00 old boro 
tho offoot of laourlas 000 0** 0 e wnaf aotioo p saevr tho aaotora sower s 



tol*ani aniootioo a*t oa dhiah tho fSjgfg Union notions — 5g tho 
9* 8 . — alii U 4 o oaootiae top# systee for oil nr— iiol ootiooo la- 
eolrlag aethers affsstiag tho a&tlsaal soeurity of *af of tho 
portloipntiac attlassa* Booh notioa no old oaaiphir ito la 

its m tys teao obi 3 h than aoold ho so p or - o aolphorod io Joiatlj* 
aeseege eeetej'-u aad traaaeitted la tho aeevre 



3« Tho Board dnbeted two .,ueotioast (o) ’mother, la thoao 
elrensstaaoee, tho p*liey of presiding sr ypto graphio ooslrtoaoo to 
ether aotieaa should bo adopted t os<d (b) if so, whether tho plaa 
props so d by tho t£ hae Ma^thm le feasible oad aeoeapltaees tho 
doairod ead* Bbea first qa^otioa aoo pvt to vote, fear of tho 
alas MS Mhors (State, too Mr as r nbo r a aad eao levy) voted *yes*i 
and fiw (too £ray c CIA aad o so lory) voted ®a©„“ Oa tho 
•eeoad question, tba tlna of tho fed hoe tmmm ittoo wa« eppre rod 
$audaa«s]y hr the 5hardU 



4. Tho wi-sor itj of 9SCIB la eoariaood thot this foransaeat 
oast provide eryptrgfftphla aeeista&fe to other powers, if noeossory 
to aoooro tfc# eeearity of shretegie 1 afernatiea affecting the pleas 
aad latoatisas ef this 0ov»naao«tj aad it proposes that t*-,f t 'i. m 
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wwm at 



r~r 






devised by 08CIB lx iaplaaonted for the following rea const 

&• R o ooa t and foreseeable dmlop m ti 
between tbo Western Daien pmri and the 0. S. 
rtftdr* that tkii (In Torn— ml bo froo to negotiate 
wltb tk»M foworo la natter# of oritioal stragetio 
inportance* tueh negotiations aunt a* suns tbo 
•bar ao tor of diroot aad lotlaato participation 
wltb tbooo govrnnsnts, aad tbair tumu is 
predicated upon soap lota security which, la turn, 
will bo ao stronger thaw th» protootioa afforded 
by asqr one pertiolpatlag power. 

b» In fe mulcting a plaa to Boot t his 
situation, the U. 8 . SoTaressaot Must m nsidor 
whether its need to negotiate freely aad tbo degree 
of attainable security outweig h the risk to its 
own ooiaaloatloa security aad | 



a. Tbo Mil Minority believes that the aa ad 
to aagatiate freely is peraxewat. kereever, tbo 
plaa prepooed by the ad hoe eeawittae aad approved 
by TOC II trill per ~it "fie# aad secure negotiation*. 

d. The tpeelfle cryptographic aoalstaaae EO 3.3(h)(2) 
r ss sw no ad s d la this plaa Cast aat rad eager 0. S, PL 86-36/50 USC 3605 




the western allies nay reach the TOSS by ether aeaaa ef penetration 
certainly dees sat ^aatify taking ns nation in a fiald in which it 
■ant ha accused that such leaks are eoewrring every day. This would 
ha la inpreaaive onstreet to tha situation in area# eo strolled by the 



¥*mm 
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nmKi 

- 8 * 



m Hf 



HR ofcara liiiitto and firm awau r*» wr# taken to pro teat the 
•aauri ty af forint operational planning through tha ••tebliahaent 
of eontrola orar satellite teleeomni nations* 




tur Admiral, 881 



Ctftlraut, BSC IB 




Ea>r Oaaaral . B 3 AF 







Colonel, OSAF 
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e r ’MTp nfa ( 



toMfcto&a uv. t r-.pOMkl to iMprovm 
tir/j4n*r*pfelo o«ourli/ 

EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

1* Tbm prop oaati motn of —ties tan/ r—uit lit pretouLa 

Lwyrwviiinnt lit IM a—tu it/ of I I oat Iona banting 

open *«atoi« onion MlUrf . "A* ar/pto^i a^A.« a-tu-w— ra. t uirJuv6 



oo. i— lion* town | whlla — flow JLa natura, i* —t on* ;* 
of aatttl grmiVi in Un u— r-n JU — curito of ktva 1 1 

at—atara* 


tuf««i umhj 

-i— iWHKtlnl 











awgip aw n nxgny aananxvg q&iura ana mwi vs ma 
alarn* it la important to act* Uai vnaa diaatka ia nir»«to<» to a 
{arilMitr — — wni nation link Uaiortlm valnar naililjf In or/ptnoal/tin 
ato as l u tto —ala# —to— u —a l l r raaa lt in jgy of Uw ap— ifla 

















laUAiijtof «—« fhair loan — a ton— ia a prankra 
— H—I of Usa pr up— ad wUon. —it 1—* avoid fetotlass 
U aaftara. 


all/ MrUla 
to itin atTli 

atruotura ia. 


5. 



Irtamti iinlaian an flinafutal * tain ninlitua. ■i.iruVa-ada 



U QH (HU — b—n acnali tort. ana raliaWto. Ihaaa aaiton a wT 
pin— 4 litoia t tor of ore, act — rt — %i «iti— \ 

0*>— inn— I, Hm UOftft is tolia— 4, on Usn otMr toMi, to — in • 
auf flaiaatl/ f— In pemtion in ufaMlua ot othor totolligaaaa 
activiiina to obtain algniflaaotl/ tto — to— of info— niton —4 
JU>sa nothing of «wMt H iMDS«, 
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6. it U acre time puMlblt, eeneidtrlAC iuutafivas of coamai— ■ 
tioo activities ispossd a^oo thee ajr eoaroit/ of ^ualifisd 

j.«rMiaai| proeim^Kt of •qaj^awa ttatt ui« csilia^ *U.ve «&Utt ioUnul 
security of activities ntti itaeltt* t» *^ron ^vrts ic* 1* ag> i«k«r gtfe 
tAat tfis ill* £M At^wlal «xf»lo i tetioa af | 
tkaa *s * Bbum. if so vc :■**;# frv*» other 1 el n 1 1 1 jtt— e activities tea* 
twtttt stts-<a*t# it la a logical prombUit/ Utst hsr UfeJUtt fUntjUi 

ft** to«a ooacecit j *t«4 u*» tmr smjcr target a -» U»e «wi Uw» 0**, 

?. et her see ji lt,/ rlstee lavelvsd in fessia* lftiurretkm te 




fc, lsdlaeretlea of of fields. 

£, rerecnal di«i»/oJmr ttf offislsls or eafleysee of 
u» wevwrasaat navi** i wam to classified iofersstiaa, ifci* 
1* dl*io/ftIt/ arising fra* fereottSl or polities! epfosi kit** 
ua i b r -«« L#re ualvo ovllftborstlse. iltbvut 

vgr f.ro— co«witti*t sleet it can rwuU in eorittM breaches of 
security ojr disclvsur* of in for a* t lea with Latest to *oUrrM< 
folitleel or poreoael eppemasts or nttMUesp policies. 

£. i oor physical security. At 1* aa t o r loue that 
seployese of the I I ttf poorly pa id end 

«*oy oho fteve ace set to files aad infereatiott vithlfi 
&ay be vulnerable yece.ee of economic Maditiut*. 



Tlw oe rewe tretM cryptographic •easaeee is prise 
facie evidence of iae* of over-all i itfUf. At A* a* tiering 
tret it is iJLgfaiy iaarvoiiALa ust tfttt [ f eye *w a re of 
its existence. libs & cvfliu«ni 1 mm th« will or inUnUoa, sri; 
Lotn, tv corrtet it. 

£• isostretlea 0/ otaar, auMwaaft X at , netivael p 

interest*. / ^ 



prwstf to files. 



Jfc. iJlsclossrs of loferaatlen ter I 1 1c vrsesut 
to li>« enure individuals for pulitieal axpediewsy. 



ft. It is therefore strongly urged tfceii 

bo Mtlcn be taven designed to iaprovs | 
cryptographic seserit/. 
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£, r»v*t U>« uoitotf HA« rMMMttA U» tto 

paEpnoft >4 ¥ S55SS poxi-cjr oS XB5 mu* . 



Yboi luJUL conaidaratjUm to* U IM Ltr->l,i go 3 3(h)(2) 

a***ritf T\+t, cl «ui«h w» *utoj**t «r/ptc*r«*>iUe awurUjr p j_ Q6-36/50 USC 3605 
NbAM* is «»A vm to*for* —UiorlMtlao to 

mop cxaasif l«ti er/pto&rto^iilto iafonaiiwi u tto* [ I 



TMJ *r« uwrwstlj *m j»wto*toiUtty WUT rBOa E5C5 

* MlqM torus iuqperttoflt court# ui' toUlUgwuw, 



20. lit* iUwv« c^iatuaa aua rMwwrWiiiM barn Uc tMUtimw* 
of tb» ylrottor, l*«UlXi&*ng* wiviaiaa # UaiUd iUUi onv, its wfci*f, Ar*f 
&MviV ^>«oc/! Ut* Chief of h*»«l (^wMlwtkMj^aa Um director, 
Control ieteillgwie* vWi * 



4 



&• 8 ( MILL wtot > if fall'ifcn. 

a**r MtalMl, ust 
ulrwUr of MtU4< 






in t*ut 

s 






